
TXHunter 

Highlights 

➢ Complete forensic endpoint threat 
investigation automatically and proactively

➢ Integrated with EDR, SIEM and FW/IPS
➢ Fit well into enterprise security operation flow 
➢ Detects hidden processes and rootkit
➢ Detects hidden downloader and APTs
➢ Detects zombies and unknown files with 

embedded sandbox behavior analysis
➢ Detects cryptocurrency mining malware
➢ Detects reverse shell and advanced attacks
➢ Detects mis-configs and potential risks
➢ Detects ransomware and protects user data
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Who Needs It?

Report 

Data Sheet

If you face the challenge of too many alerts and don’t 
have enough resources to investigate them 

Or if you are still relying on experts with open source 
tools to conduct threat hunting

Or if you only measure endpoint security posture 
occasionally such as once or twice a year to meet the 
auditing purpose

Or if you are MSSP and want to provide better and faster 
incidence responses to your clients 

Then you need TxHunter!

 Automated Endpoint Forensic Threat Investigation Solution



Target System :              Windows 7, 8, 10, 2008R2
Analyzer Server : Physical or VMWare Server
Snapshot Data :              ~3 MB ‘Password Secured’ container, transmitted via Windows Sockets API 
3rd Party Intelligence :    RestAPI (VT)
Report Format : PDF
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About TriagingX

TriagingX

Deployment

Specifications 
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TriagingX has extended behavior analysis capability from sandbox for a single file object to the entire endpoint system's behavior 
analysis, including desktop and server computers, physical or in the cloud. Besides its proactive threat hunting capability, TXHunter 
also accepts log files from different sources, automatically investigates thousands of those alerted endpoint systems, delivers fast, 
consistent, efficient and effective threat hunting results. Its deep forensic behavioral based analytic algorithm can detect advanced 
attacks without relying on signature, static patterns, or documented IOCs. It detects malicious network connections, malicious emails, 
APTs, rootkits, zombies, hidden downloads, file-less attacks, code injections, ransomware, reverse shell attacks, and cryptocurrency 
mining malware. It also detects misconfiguration and security posture changes. Security posture changes all the time, due to malware 
infection, misconfiguration or simply software updates. TXHunter keeps you aware of your security posture all time any time, and 
provides you immediate counter measurement for advanced attacks to avoid possible catastrophic security breaches.

TXHunter Server Component

Prepare a physical or VM Server 
with minimum of 
 16 cores 
 32G RAM 
 2T HD 
 2x1G NIC
Download iso image from TriagingX support
Install and configure the analyzer

Operation
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